
 

Trading 212 UK Ltd.  
Aldermary House  

10-15 Queen Street, London, EC4N 1TX  

​
Privacy Policy  

Introduction 
We, at Trading 212 UK Limited (referred to in this policy as “we”, “us” or “Trading 212”), value 
your privacy. We are committed to the protection of your personal data and don’t access 
or use it for any purpose other than providing, maintaining and improving our services, and 
as otherwise required by law. To open and maintain client accounts, we obtain and hold 
personal information.  

This Privacy Policy outlines how we manage such information to ensure we meet our 
obligations to respect our clients’ privacy and that all such information remains 
confidential. This Privacy Policy explains our binding obligations which come from the terms 
of:  

●​ the Retained Regulation (EU) 2016/679 (UK GDPR);  

●​ the Data Protection Act 2018 (DPA 2018);  

●​ Privacy and Electronic Communications Regulations 2003 (PECR 2003); and 

●​ any applicable data protection law as amended from time to time.  

All words and phrases capitalised and not defined in this Privacy Policy, shall have the 
same meaning as defined in our Invest Terms, SIPP Terms or CFD Terms (as applicable).  

Who are we?  
Trading 212 is the data controller. This means we are responsible for determining the 
purpose and manner in which your personal data is used.  

We are committed to doing the right thing when it comes to how we collect, use and 
protect your personal data and that is why we’ve developed this Privacy Policy, which:  
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●​ Sets out the different ways you interact with us and the types of personal data that 
we collect; 

●​ Explains the reasons why we use the data we collect;  

●​ Explains when and why we will share personal data within the Trading 212 Group (as 
defined below) and with other organisations; and  

●​ Explains the rights and choices you have when it comes to your personal data.  

Our details  
Trading 212 UK Ltd is a company registered in England and Wales (Register number 
08590005), it is authorised and regulated by the Financial Conduct Authority (Register 
number 609146). Our details are below:  

Trading 212 UK Ltd  

Email: info@trading212.com 

Telephone: Via our mobile in-app Platform service 

Address: Aldermary House  

                 10-15 Queen Street,  

                 London,  

                 EC4N 1TX,  

                 UK  

We may share your personal data within the wider Trading 212 Group (comprising Trading 
212 UK Ltd and its Group Companies), which may process your personal data for regulatory, 
commercial, or other reasons.  

What do we mean by personal data?  
Personal data is any information relating to you or data that may be used to identify you. 

As a client of ours, you provide us with some of your personal data, which will include your 
name, telephone number, e-mail address, ID and other documentation that we may need. 
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It may also include IP addresses, device, browser information and other account usage 
information which in some circumstances may be used to identify you.  

What sort of information do we need, and why?  
When you access our Website or our Trading Platform, we may collect personal data about 
you, when you connect to the Platform, sign up to receive information from us, participate in 
trading, create an account, contact us, or otherwise use our services.  

We process the personal data we receive from you as part of our contractual relationship 
with you when you sign up to our Services. We do this under the legal grounds of ‘legitimate 
interests’. We may also process data that we have legitimately received from publicly 
available sources and identification databases. The types of personal data we need and 
the reasons we need it, are detailed below:  

What do we collect?  Why? 

1. Without limitation, your full name, 
country of residence, address, date of 
birth, nationality, national insurance 
number/tax ID and/or related tax 
identification information, email address, 
phone number or other contact 
information. 

To establish and identify you. 

2. Information about your financial status 
(i.e. income and savings) or other 
financial information about your 
professional and employment details, 
trading history and other personal 
information.  

To prevent fraud and determine 
whether our Services are 
appropriate for you. 

3. IBAN details and other payment 
processing information as requested by 
the respective payment services 
providers. 

To facilitate your funding and 
withdrawal requests, including 
Trading 212 Card Withdrawals. 
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4. Your ID card, driving licence or passport 
and other public or private-issued 
documents that can be used as proof of 
address (e.g. utility bill or bank statement) 
or any further documents, photo or video 
evidence that may be required. 

To verify your identity and perform 
KYC checks, and prevent identity 
fraud, impersonation and money 
laundering. Where you provide 
photo or video evidence, we may 
extract facial scan data ('biometric 
data') from it for these purposes. 

5. Information about you through your use 
of our Website and our Trading Platform. 
Such information may include, among 
others, site areas visited, pages viewed, 
frequency and duration of your visit, the 
Internet Protocol (IP) address used to 
connect your computer to the Internet, 
your login information, your geographic 
location, your browser and browser 
plug-in type and version, your operating 
system and platform, and other indirect 
personal data. 

To help improve our Services to you. 
(Whenever we process such 
information, we will always 
endeavour to use it on an 
aggregated and anonymised basis). 

6. Any other personal information. In order to comply with applicable 
rules, laws and regulations.  

7. Any other personal information which 
may be needed to settle any disputes or 
mount a legal defence. 

In order to enable us to settle any 
disputes or mount a legal defence. 

8. Any type of electronic communication 
such as letters, emails, chat messages 
and telephone conversations. 

To offer our Services to you.  

 
Page 4 / 21 



 
 
                                                                                                                                                                        Privacy Policy  
 
 

9. Any type of electronic communication 
such as letters, emails, chat messages 
and telephone conversations. 

To offer marketing services to you. 

10. Any personal information resulting from 
the ‘Know Your Customer’ and ‘Anti Money 
Laundering’ checks. 

To enable us to continue to fight 
against money laundering and 
terrorist financing. 

11. Any other personal information, such as 
name, email address, address and 
positions held (applicable only to Clients 
having the right to participate in voting 
events). 

In order to facilitate your 
participation in certain qualifying 
Corporate Actions, such as voting at 
general meetings, we shall provide 
your personal information to our 
third-party service provider. By 
default, we will classify you as a  

non-objecting beneficial owner  

(“NOBO”). This means that you allow 
Trading 212 to share your personal 
information, if requested and limited 
to what is permitted by law, with the 
issuing companies in which you hold 
those voting rights. Nevertheless, at 
any time you can change your 
classification to an objecting 
beneficial owner (“OBO”) by logging 
in our mobile app and changing 
your Settings. In this case, subject to 
any applicable law, your personal  

information will not be shared with 
the issuing companies, while you will 
still be able to participate in the 
voting event. However, please note 
that in order to facilitate your voting 
rights in corporate events subject to 
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SRD II (‘SRD II’, Directive 2007/36/EC, 
as amended), regardless of your 
OBO status, if requested we are 
legally obliged to share your 
personal information with the 
respective issuing companies. 

12. Any personal information, including 
telephone number, and other types of 
information disclosed or recorded during 
telephone conversations with us. 

To be able to verify your identity, 
provide you with customer support, 
and for training, quality assurance, 
record keeping and legal purposes. 

13.  Any information relating to your 
pension contributions, transfers, 
withdrawals, nominated beneficiaries, 
employment history (as relevant to 
pension eligibility), and pension scheme 
reference details. 

To manage your SIPP Account (if you 
have one), including contributions, 
transfers, withdrawals, beneficiary 
management, and regulatory 
reporting. 

14. Any information we are required to 
collect under pensions legislation and 
HMRC rules, including tax relief claims, 
annual allowance, and lifetime allowance 
reporting. 

To comply with our legal obligations 
under UK pensions law and HMRC 
requirements. 

​

We are required under Applicable Law to perform KYC Procedures in order to identify and 
verify our clients. We have undertaken a risk-based approach to this process, which may 
require obtaining, including but not limited to, documentary proof of your name, date of 
birth and address. You agree that we may use additional online electronic verification tools 
that may request, among other things, further details, documents, and photo and video 
evidence from yourself. Where photo or video evidence is used to extract facial scan data 
to identify you, we process that biometric data on the bases of legitimate interest and 
substantial public interest in preventing unlawful acts, alongside our legal obligations 
under applicable financial crime legislation to protect clients and our services. If you 
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cannot satisfactorily prove your identity, you may not be able to open an account with us or 
may have to close your existing account. 

How is your personal data collected?  
We collect most of this personal data directly from you, by post, email, chat, telephone 
and/or via our Website/Trading Platform. However, in some instances:  

a.​ We will request this information from you through our onboarding process, and also 
use our own records and information from other sources for compliance with legal 
and regulatory obligations;  

b.​ The processing and storage of your personal data is necessary to provide you with 
the Services described in the Trading 212 CFD Terms, SIPP Terms and Invest Terms 
and to comply with our regulatory obligations. If you choose not to provide some of 
the requested information to us, we may not be able to onboard you as a new client 
or cease services provided under an existing agreement. This may result in the 
termination of that agreement as we will not be able to fulfil our contractual and 
regulatory obligations; and 

c.​ Where you choose to register for, or sign in to, your account using a third-party 
authentication service (such as Google or Apple), we will receive certain personal 
data from that provider rather than directly from you. This typically includes your 
name, email address, and a unique identifier assigned by that provider. You should 
review the relevant provider's privacy policy before using this sign-in method, as 
their processing of your data is governed by their own terms, not this Privacy Policy.  

We keep the information as up-to-date as possible and will change any details, such as 
your address, promptly when you let us know that they have changed.  

Your use of the Website and related mobile applications and online services involves the 
automated collection of certain types of information, some of which may be considered 
personal information. This information includes the IP address, browser type and operating 
system.  

In addition, the Website uses a range of cookies to improve and personalise your 
experience. If you would like to find out more about how we use cookies, you can check out 
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our Cookies Policy.  

Lawfulness of processing 
We will process your personal data on one or more of the following legal grounds:  

a.​ Pre-contractual steps:  to open a demo or practice account at your request, prior to 
you entering into an Agreement with us;  

b.​ Performance of contract: to perform our obligations under the Trading 212 CFD 
Terms and/or the Invest Terms and/or SIPP Terms (together referred to as the 
‘‘Agreement’’) between you and us and to provide our services (the ‘‘Services’’);  

c.​ Legal obligation: to comply with our legal and regulatory obligations, including 
under:  

●​ the Financial Services and Markets Act 2000; 
●​ MiFID II; 
●​ anti-money laundering and countering terrorist financing regulations;  
●​ applicable tax legislation reporting obligations to the FCA;  
●​ our obligation to provide information to financial crime authorities of 

suspicious money-laundering transactions; and 
●​ pension-specific obligations imposed by HM Revenue & Customs (‘HMRC’), 

The Pensions Regulator (‘TPR’), and/or any applicable pensions legislation. 
 

d.​ Legitimate interests: to pursue our legitimate interests in operating, improving, and 
protecting our services. This includes fraud prevention and detection, risk 
management, quality assurance (including call recording), resolving disputes, and 
developing our products and services; and  

e.​ Consent: where you have given your consent, for example to receive marketing 
communications by telephone, email, or via the app. You can withdraw your consent 
at any time by emailing info@trading212.com or using the ‘unsubscribe link’ at the 
bottom of our marketing email communication to you.  

f.​ Substantial public interest: where we process special category data, such as the 
biometric (facial scan) data we use to verify your identity, we also rely on the 
substantial public interest condition. We do so for the prevention and detection of 
fraud, money laundering and other unlawful acts, in addition to one of the grounds 
above. 
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Purposes  
We will process and analyse your direct personal data (such as your name, date of birth, ID 
etc.) and indirect personal data (such as analytics and tracking data) in combination with 
your use of your account for the purposes of:  

a.​ providing the Services to you as part of our Agreement;  

b.​ verifying your identity and opening and managing your account;  

c.​ meeting our regulatory obligations;  

d.​ processing requests for you relating to the Services (such as deposit and 
withdrawals, Trading 212 Card Withdrawals, transactions, tax and other information 
demands);  

e.​ managing our relationships with you by electronic, telephone or chat 
communication; 

f.​ identifying whether you need assistance via telephone to help you complete your 
account opening;  

g.​ entering into and executing transactions with financial instruments;  

h.​ opening a demo/practice account with us;  

i.​ having chat, telephone or email communication;  

j.​ conducting risk assessments as necessary and prescribed by applicable legal 
provisions by collecting and archiving required documentary evidence regarding 
your identity, including photo and video evidence used for fraud prevention and 
identity verification purposes. Assessments may include automated decisions when 
we, or a reputable third party, are  carrying out financial crime checks, but there will 
always be human oversight where decisions have a legal or material effect;  

k.​ conducting risk management control, data analysis and global supervision of your 
ongoing needs;  

l.​ enhancing, improving and personalising our Services to improve your experience;  

m.​providing you with market information that we believe may be relevant or interesting 
to you;  
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n.​ sending you important account and Service-related data. These may be by different 
communication channels such as surveys, in-app notifications, platform messages, 
emails, or telephone;  

o.​ preventing misuse and fraud, demonstrating business transactions and 
communications;  

p.​ managing transactions surveillance and monitoring and complying with reporting 
obligations;  

q.​ sending you regulatory communication as required by Applicable Law;  

r.​ managing risks, disputes, complaints, litigation or in the context of prosecution;  

s.​ sending marketing communications to you about updates to our products and 
services and informing you about any promotions offered by us, as long as it is in our 
legitimate interest or you have consented to receive such communications, or you 
have not chosen to opt-out of them (you can always change your mind);  

t.​ providing the Services requested by you (including any customer support) and 
carried out in relation to any other agreement between us, including facilitating your 
participation in qualifying Corporate Actions, such as voting at general meetings of 
issuing companies;  

u.​ managing your SIPP Account, including processing contributions, transfers, 
withdrawals, beneficiary nominations, investment instructions; and  

v.​ monitoring, recording, storing and using any telephone, email or other 
communication with you to fulfil our obligations under our Agreement with you and 
for training, quality assurance and legal purposes.  

How do we use artificial intelligence? 
We may use artificial intelligence (“AI”) systems and automated tools, including third-party 
services, to assist us in processing personal data, including for purposes such as improving 
our services, detecting fraud, ensuring security, conducting analytics, and providing 
customer support. 

Where AI or automated tools are used, they operate under human oversight and in 
accordance with the EU Artificial Intelligence Act and applicable data protection laws.  
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How do we use data in connection with Trading 
212 Social? 
If you use Trading 212 Social, we collect and process additional personal data, including: 

●​ the content you post, comment on, or reply to on the platform, including any Pies you 
share; 

●​ your public profile information, such as your username and profile picture; and 

●​ information about your followers and the accounts you follow. 

Your Trading 212 Social profile and the content you post are visible to all users of the Trading 
212 platform and to members of the public who have not registered for an account. 

We process this data to provide the Trading 212 Social service to you under our Social Terms 
of Use, and to moderate content, maintain platform security, and ensure compliance with 
those terms. We do this on the basis of our contract with you under the Social Terms of Use 
and, for moderation and compliance purposes, on the basis of our legitimate interests. 

Where you edit a post, comment, or reply, we retain the original version separately from the 
edited version for moderation, compliance, and safety purposes. 

If you delete a post, comment, or reply, we may retain a copy for a limited period for 
moderation and compliance purposes, after which it will be permanently deleted from our 
systems. 

 

Who receives your personal data?  
Your personal data is received and processed by employees of Trading 212, for the 
execution of contractual, legal and regulatory obligations. Further, we may disclose, when 
we identify the disclosure or transmission is necessary to satisfy the purposes set out 
above, to the following recipients:  

a.​ other companies within the Trading 212 Group. This data may be transferred in order 
to allow us to provide a full service to you, where other companies within Trading 212 
Group perform components of the full-service offering including but not limited to 
financial, IT maintenance or support services;  

b.​ any lawyers, external auditors or advisors, professional consultants, credit reference 
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agencies, notaries, bailiffs, law enforcement agencies, as well as any courts, 
regulatory, governmental, administrative and/or other official bodies as agreed or 
may be required by law, where such disclosure is necessary (i) to comply with any 
applicable law or regulation; (ii) to enforce applicable terms and conditions or 
policies; (iii) to protect the security or integrity of our services; and (iv) to protect our 
rights and interests;  

c.​ third-party service providers that provide IT services, advisory and consultancy 
services, research, marketing services, identity verification checks, banking and 
payment processing services, insurance or other services to Trading 212, which are 
only authorised to process your personal data strictly for the purposes of providing 
these services and in accordance with our instructions. If applicable, we will enter 
with such third-party service providers into the relevant contractual agreements or 
the standard data protection clauses that would be required under the relevant data 
protection laws to ensure compliance with our instructions;  

d.​ third parties as part of mergers and acquisitions provided that the prospective buyer 
or seller agrees to respect your personal data in a manner consistent with our 
Privacy Policy;  

e.​ third-parties to facilitate your assets transfers upon your request;  

f.​ third-parties, such as: (1) Paynetics UK Limited, when you decide to make use of 
Trading 212 Card, subject to the terms of this Privacy Policy and Paynetics’ 
Cardholder Agreement; and (2) any appointed Trustee, Scheme Operator and 
Scheme Administrator of the SIPP Account, to manage and administer your pension 
assets when you hold a SIPP Account with us, subject to the terms of this Privacy 
Policy and the SIPP Terms and Platform One Terms; 

g.​ third-party service providers facilitating your participation in qualifying Corporate 
Actions, such as voting at general meetings;  

h.​ in the case of NOBOs, if requested, with the issuing companies in which you hold 
voting shares;  

i.​ in the case of OBOs participating in SRD II voting events, if requested, with the issuing 
companies in which you hold voting shares; and 

j.​ TPR, HMRC and other relevant governmental or regulatory authorities in connection 
with your SIPP Account, if applicable.   
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We will require any entity to whom we disclose your personal data or who may obtain it on 
our behalf to ensure its confidentiality, and to handle it in line with the legitimate purpose 
for which they are allowed to access it and in accordance with the applicable data 
protection laws.  

We will not sell your personal data to third parties for their own independent marketing or 
business purposes without your consent.  

Be aware that when you are using our AI chatbot assistant, you should not share any 
personal or sensitive information with it. Should such details be shared, the AI chatbot may 
share them with a third party outside Trading 212. Therefore, please use the AI chatbot for 
asking general questions only - if you need to discuss personal information, please request 
that you speak to a human.  

Fraud Prevention Data Sharing 
The personal information we have collected from you will be shared with fraud prevention 
agencies who will use it to prevent fraud and money-laundering and to verify your identity. 
If fraud is detected, you could be refused certain services, finance, or employment. Further 
details of how your information will be used by us and these fraud prevention agencies, 
and your data protection rights, can be found here: www.cifas.org.uk/fpn.  

Transferring information internationally  
Personal data may be held at our offices and within Trading 212 Group companies, 
third-party agencies, service providers, representatives, auditors, lawyers and agents as 
described above. Some of these third parties may be based outside the UK and the EEA. 
Under data protection law, we may only transfer your personal data to a country or 
international organisation outside the UK/EEA where:  

●​ the UK government or, where the EU GDPR applies, the European Commission, has 
decided the particular country or international organisation ensures an adequate 
level of protection of personal data (known as an ‘adequacy decision’);  

●​ there are appropriate safeguards in place, together with enforceable rights and 
effective legal remedies for data subjects; or  

●​ a specific exception applies under data protection law.  
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Adequacy decision  
We may transfer your personal data to certain countries, on the basis of an adequacy 
decision between the UK/EEA and other jurisdictions. The list of countries that benefit from 
adequacy decisions will change from time to time. We will always seek to rely on an 
adequacy decision, where one exists.  

Other countries to which we are likely to transfer personal data do not have the benefit of 
an adequacy decision. This does not necessarily mean they provide poor protection for 
personal data, but we must look at alternative grounds for transferring the personal data, 
such as ensuring appropriate safeguards are in place or relying on an exception, as 
explained below.  

It may be shared with other Group companies, processed by staff working for us or for one 
of our suppliers, located outside the UK and/or the European Economic Area (EEA). Such 
personnel may, for example, be involved in the execution of our support services. We will 
take all necessary steps to ensure that your personal data is treated securely and in 
accordance with this Privacy Policy and have adopted appropriate safeguards to protect it.  

 

Transfers with appropriate safeguards  
Where there is no adequacy decision, we may need to transfer your personal data to 
another country. We will only do this if we are satisfied the transfer complies with data 
protection law, appropriate safeguards are in place, and enforceable rights and effective 
legal remedies are available for you, as data subjects.  

The safeguards we typically use include legally-approved standard data protection 
contract clauses. In this way, we will make binding arrangements with such third parties so 
that your information is protected to the same standards as it is in the UK and the EEA.  

How long will your data be stored?  
We will process your personal data for the entire duration of the Agreement you have 
concluded with us and for a period of 7 (seven) years after the termination of the 
Agreement. We have to do this to comply with the applicable anti-money laundering 
legislation and legal safe-keeping obligations. Further, any personal data will not be 
retained for longer than the time necessary in order to satisfy the purposes of its 
processing, subject to the general statutory limitation periods and the 7 (seven) year 
retention period where the applicable laws require that the personal data is retained for a 
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certain period after the termination of our business relationship with you.  
 
For SIPP Accounts, certain records (such as contribution history, beneficiary nominations, 
and pension withdrawal details) may need to be retained for longer than seven (7) years, 
often until all benefits have been crystallised and distributed, in order to comply with legal, 
regulatory, and pension scheme obligations. 

What are your rights?  
You have a number of rights when it comes to how we handle your data. Some of these are:  

a.​ Right of access:  

You can access and obtain information about your personal data – you have the 
right to request what information (if any) we process for you and if so, provide you 
with information containing your personal data and a copy of that personal data 
undergoing processing. This is called a Subject Access Request (SAR). You can 
submit a SAR to us using the link below:  

https://helpcentre.trading212.com/hc/en-us/requests/new or alternatively, by using 
the details in the ‘How to contact us’ section below or by directly contacting the DPO 
officer at dpo.uk@trading212.com. To request information, we will need to verify your 
identity. If you require additional copies, we may need to charge a reasonable 
administration fee for requests, and reserve the right to reject requests that we deem 
are manifestly unfounded. Upon receiving a request from you and/or upon the 
receipt of the applicable fee, we will acknowledge your request and respond to you 
within one month from filing your request.  

b.​ Right to rectify:  

You can rectify any factual inaccuracies or incompleteness with respect to your 
personal data. If the personal data we hold about you is inaccurate or incomplete, 
you can ask us to correct it. When we receive such a request from you, we will 
acknowledge it and respond to you within one month of filing your request. If we 
have shared your personal information with others, we will let them know about the 
rectification where possible.  

c.​ Right to erasure:  

You can request the deletion of your personal data - you can ask us to delete or 
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remove your personal data in cases where we no longer need it. However, please 
note that such a request will be satisfied provided that we have no legal obligation to 
retain such data and will be subject to any retention periods we are required to 
comply with in accordance with applicable laws and regulations as specified in the 
section “How long will your data be stored” above.  

d.​ Right to restrict processing:  

You can request restriction of processing - you can ask us to restrict the processing 
of your personal data in certain circumstances such as when you don’t think the 
information is accurate. We will verify the accuracy of your personal data or in case 
you deem the processing to be unlawful. Such an objection may not impede us from 
storing your personal information. It may be the case that where we cannot restrict 
certain processing, we will offer to end our relationship with you.  

e.​ Right to object:  

You can object to the processing of personal data by us – you can ask us to 
terminate the processing of your personal data, and we will comply with such 
request in cases where your personal data is processed for the purposes of direct 
marketing or research (if applicable) or if we are relying on our own legitimate 
interests to process your data.  

f.​ Right to data portability:  

You can request portability of your personal data - you have the right, if applicable, 
to receive the personal data you have provided to us in a structured, commonly 
used and machine-readable format and to transmit that data to another entity 
(data controller) of your choice when this is technically possible.  

g.​ Right to complain:  

You can complain to us directly if you are unhappy with how we have collected or 
used your personal data. You can do this using the methods set out in the "How to 
contact us and how to complain?" section below. We will acknowledge your 
complaint within 30 days and respond to you without undue delay. If you are still not 
satisfied, you can also lodge a complaint with the supervisory authority (the 
Information Commissioner's Office). 

Please contact us using the contact details provided below to make a request in respect of 
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your rights. We will acknowledge your request, confirm your identity where necessary, and 
respond within one month of receiving it. Where a request is complex or you have made a 
number of requests, we may extend this period by up to two further months; if so, we will tell 
you within the first month and explain why. Where we need more information to identify 
what you are asking for, we may ask you to clarify your request, and the response period 
pauses until you reply. 

How do we safeguard your personal data?  
We aim to apply the highest technical and organisational standards, to ensure that your 
personal data is secured and kept confidential. Any personal data that you provide to us is 
stored on secure servers and may be stored or processed on systems, infrastructure, and 
services operated by us or by trusted third-party service providers acting on our behalf. We 
use rigorous procedures and safeguards to protect against loss, misuse, unauthorised 
access, alteration, disclosure, or destruction of your personal data.  

These safeguards apply across the systems, services, and environments we use to process 
personal data. The measures that we apply to provide a high level of security in terms of 
personal data management include, among others:  

a.​ Pseudonymisation – we process your personal data in such a manner that it can no 
longer be attributed to a specific person without the use of additional information 
which additional information is kept separately and is subject to specific technical 
and organisational measures to ensure that the personal data is not attributed to an 
identified or identifiable natural person;  

b.​ Hashing/Encryption – we may apply cryptographic methods which convert certain 
information or data into a code to make it unreadable for unauthorised users;  

c.​ Minimisation – the personal data we demand from you is adequate, relevant and 
only limited to what is necessary in relation to the purposes for which such data is 
processed;  

d.​ Strict internal control on access to your personal data – access to your personal 
data is allowed only to those of our employees who need such verification to 
properly exercise their professional duties;  

e.​ Penetration testing – we perform regular scanning and penetration testing against 
our applications and services to identify potential security vulnerabilities and apply 
the relevant remedies to rectify them; and  

f.​ Education - we ensure our management and employees have the right training and 
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stay up-to-date with the most recent challenges and developments to manage your 
data to ensure it remains confidential and integral.  

We maintain security and incident response plans in the event of a physical or technical 
incident to handle this in a timely manner and limit any negative effect of such an incident. 
Although we work hard to protect your personal data, no system, service, or method of 
transmission or storage can be guaranteed to be completely secure, and we cannot 
guarantee that our safeguards will prevent every unauthorised attempt to access, use or 
disclose personal data.  

Your role  

You play a vital role in protecting your own personal data. When opening an account with 
us, it is important to choose a password of sufficient length and complexity, not to reveal 
this password to any third parties, and to immediately notify us if you become aware of any 
unauthorised access to/use of your account. It is your responsibility to ensure your 
password is kept safe. 

If you believe that any of your account login details have been or might have been 
exposed, you can change your password at any time through our Website, as well as 
immediately contact our customer service team. Given the nature of communications and 
information processing technology, we cannot guarantee that information, transmitted 
through the Internet, will be completely safe from intrusion by others.  

It is your responsibility not to share any personal or sensitive information with our AI 
chatbot, as Trading 212 cannot guarantee that such data will not be shared with third 
parties.  

 

How will we store your personal data?  
Your information will be held on our secure computer systems in the UK and EEA. We have in 
place systems and procedures to prevent unauthorised access, improper modification or 
disclosure, misuse or loss of information.  

We need to hold your information for 7 (seven) years after you have provided it to us, even 
if we no longer have a contractual relationship with you or otherwise. Once we consider 
that such information is no longer needed, we will destroy it.  
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How to contact us and how to complain 
If you are unhappy with how we have handled your personal data, you can make a 
complaint to us. To make this easy, you can: complete our online complaints form at 
https://helpcentre.trading212.com/hc/en-us/requests/new, email our Data Protection 
Officer at dpo.uk@trading212.com, or write to us at the postal address above. We will 
acknowledge your complaint within 30 days of receiving it and will look into it and tell you 
the outcome without undue delay.  

If you have any questions with regard to your rights or this Privacy Policy or if you consider 
that we have failed to respect your confidentiality, you may contact us by:  

         Email: info@trading212.com  
Post: Trading 212 UK Ltd., Aldermary House, 10-15 Queen Street, London, EC4N 1TX ​
Telephone: Via our mobile in-app Platform service. 

We must inform you that we may use video surveillance in our offices, and if you visit any of 
our office premises, you may be subject to video recording. We are also obliged by law to 
record all our telephone conversations with clients.  

If you are not satisfied with our responses to your complaint in respect of your personal 
data, and if you are a client of Trading 212 UK Limited, you have the right to lodge a 
complaint with the respective supervisory authority. These details are:  

the Information Commissioner’s Office (ICO) at https://ico.org.uk/concerns/ or by phone on 
0303 123 1113.  

Linking to Other Websites  
If you access links on the Website to third-party websites which are not owned by Trading 
212, or if you access the Website through links from other websites, please be aware that 
these websites have their own privacy policies. We do not accept any responsibility or 
liability for such privacy policies. You should check and review such  privacy policies before 
you submit any personal data to these websites.  

Open Banking  
We use a tool provided by TrueLayer Limited (www.truelayer.com) ("TrueLayer") that allows 

 
Page 19 / 21 

https://helpcentre.trading212.com/hc/en-us/requests/new


 
 
                                                                                                                                                                        Privacy Policy  
 
 
you to send information on your payment accounts to us and other service providers. In 
order to use our Services, you will be asked to agree to their Terms of Service 
(https://truelayer.com/enduser_tos/) and enter your payment account details with  
TrueLayer or, for Open Banking connections, you will be redirected to your bank by 
TrueLayer in order to authenticate yourself. The Terms of Service set out the terms on which 
you agree to TrueLayer accessing information on your payment accounts for the purposes 
of transmitting that information to us. We use a tool provided by TrueLayer to initiate 
payments from your payment account. In order to use our services, you will be asked to 
consent to the payment via TrueLayer and TrueLayer's terms of service 
(https://truelayer.com/enduser_tos/) will apply to the payment initiation. TrueLayer's Terms 
of Service set out the terms on which you agree to TrueLayer initiating a payment from your 
payment account. TrueLayer is subject to UK and EU data protection laws and is required to 
treat your data in accordance with those laws, as well as TrueLayer's Terms of Service and 
TrueLayer's Privacy Policy (https://truelayer.com/privacy/). TrueLayer is authorised by the 
UK Financial Conduct Authority under the Payment Services Regulations 2017 to provide 
account information services and payment initiation services (Firm Reference Number: 
901096).  

We may also use other open banking providers or solutions if they meet the required 
standards. 

Changes to this Privacy Policy  
We may change this Privacy Policy from time to time without notice to you by posting the 
updated version on our Website. Laws, regulations and industry standards evolve, which 
may make those changes necessary, or we may make changes to our business. We advise 
you to review this Privacy Policy regularly to stay informed and to make sure that you are 
happy with any changes. If you disagree with the changes to this Privacy Policy, you should 
discontinue your use of the Website or related Services.  

Leading version  
This Privacy Policy can be translated into different languages. If there are any 
inconsistencies between different language versions, the English language version shall 
prevail.  
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